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Preface

Preface

Dear Readers,

About two and a half years ago, we asked providers of Cloud Computing services in 
Germany about market trends and the challenges they posed. The results revealed 
optimism for the opportunities that Cloud Computing presented for the efficient 
and effective use of IT: nearly three-quarters of the providers expected Cloud 
Computing demand to increase over the next five years. In these past two and a 
half years, while Cloud Computing has continued to evolve and remain the focus of 
intensive and often divisive discussion, Cloud Computing is still high on IT decision-
makers’ agendas.

It is hence timely to re-evaluate the current perspective of Cloud Computing 
providers in Germany. We therefore repeated our survey, adding current 
considerations and focusing on trends in the market. The result is a fascinating 
comparison of former and current challenges facing providers, as well as a detailed 
analysis of expectations and level of maturation among Cloud users. We also 
learned more about providers’ current market outlook and expectations they have 
for the use of Cloud Computing.

One finding was not surprising: Cloud Computing is just as important as before. 
In fact, users are increasingly realising the potential of the Cloud to help deliver 
added value and innovation. They are developing Cloud strategies, integrating 
them into their overall IT strategies and increasingly demanding the integration of 
Cloud Services and digital trends such as Big Data, social media and mobile devices. 
However, as the study also reveals, strategy, information security, privacy and 
compliance are still major challenges to the successful use of Cloud Services.

In the years to come, we will continue to monitor the evolution of the Cloud 
Computing market.  In the meantime, we hope you will find this survey stimulating 
and insightful.
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Executive summary

Service provider survey from 2010, updated with current market 
perspectives
•	In 2010, we interviewed providers of Cloud Services about various topics in  

Cloud Computing.
•	We summarised the results of that survey in our study “Cloud Computing – 

Navigating in the Cloud”. This new edition picks up on issues covered in the  
initial survey and updates it with new elements.

•	The 60 respondents from provider companies remain predominantly decision-
makers from executive management, marketing/sales, IT and other divisions  
(e.g. Chief Information Security Officer and Chief Technology Officer).

Providers are expanding their service portfolio in Infrastructure-as-
a-Service (IaaS) and Platform-as-a-Service (PaaS) – Software-as-a-
Service (SaaS) continues to be the focus
•	As in 2010, we surveyed providers of different-sizes. As with the first edition, our 

analysis compared providers with up to 499 employees to those providers with 
500 or more employees in Germany.

•	With regards to the share of total revenue in Cloud Services, there were 
differences between 2010 and this year: some smaller providers are now fully 
dedicated to Cloud Services. For larger providers, Cloud Computing is still only 
a small-to-moderate part of the overall portfolio (maximum 50%). Overall, 
however, the number of those providers for whom Cloud Services represent 
between 10% and 50% of total turnover has increased significantly.

•	On average, each provider surveyed now offers three to four services related to 
Cloud Computing in the German market (2010: average of three services). SaaS 
offerings have the highest share of revenue: eight in ten respondents offer such 
services (2010: 82%). About two in three providers also offer IaaS (2010: 53%) or 
PaaS (2010: 39%).

•	Eighty-five per cent of providers offer consulting services around Cloud 
Computing. These services therefore thus represent providers’ most important 
secondary products – a significant increase compared to 2010 (51%).

Hybrid Cloud is catching up – Private Cloud remains most common 
form of use
•	The use of Private Clouds has dropped slightly from 49% in 2010 to the current 

43% in favour of Hybrid Clouds, which now account for 30%.
•	Just over a quarter of providers (2010: 25%) offer their services mainly in Public 

Cloud environments. Given the continued challenges around privacy, information 
security and compliance, the small size of this increase is not surprising.

Users of Cloud Services are increasingly deploying them for value-
adding processes and innovations
•	Cloud offerings are still largely geared to support processes. However, nine out of 

ten of the respondents surveyed believe that Cloud Services are used mainly for 
processes in human resources, accounting, purchasing and sales.

•	Nearly half of the surveyed providers believe Cloud Solutions will now also be 
applied to their customers’ value-adding activities (e.g., production or research 
and development). This suggests that Cloud providers will put greater emphasis 
on these areas in their future offerings.

•	Four in ten providers reported that their customers implement Cloud Solutions 
for the purpose of innovation – e.g., for new business processes as well as new 
business models.
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Executive summary

The technology, media and telecommunications and retail and 
consumer industries are increasingly using Cloud Services
•	The 2010 conclusion that users of all business sizes apply Cloud Services in almost 

equal measure has been confirmed.
•	However, compared with 2010 – when Cloud Services were used to almost the 

same extent in all industries – 2013 registered an increased use in the technology, 
media and telecommunications (88%) and retail and consumer (77%) industries. 
One reason may be that both industries are increasingly offering digital products 
and services and therefore have to leverage more Cloud Computing capabilities.

Cloud users mature
•	Two and a half years ago, the providers stated that 45% of Cloud users were still 

in an experimental phase. In 2013, this number was only 38%.
•	In 2013, only 73% of users are looking for solutions to specific issues (2010: 84%).
•	In 2013, a third of users are already developing a Cloud Strategy. Thirty-seven per 

cent of users incorporate it into their overall IT strategy (2010: 24%).
•	In 2013, customers of the providers surveyed increasingly want to link Cloud 

Computing with other digital trends – such as Big Data, social media and mobile 
devices.

Cloud Computing is still in high demand
•	In 2013, 83% of the respondents believe that the share of Cloud Services as a 

percentage of total revenues will continue to increase; just 10% more respondents 
than in 2010

•	None of the surveyed providers believes that this share will decrease.
•	Fewer respondents today believe there will be reservations against Cloud 

Computing in the long term (2013: 35%; 2010: 43%).

Privacy, information security and compliance remain major challenges
•	Issues such as privacy, information security and compliance continue to represent 

the largest and most demanding challenges for the providers surveyed.
•	Providers consider these three aspects to be critical success factors for customer 

satisfaction.
•	Currently, 83% of the surveyed providers offer their customers the opportunity to 

establish Germany as a data storage location (2010: 57%).
•	Providers today appear to have an increasingly better grip on technical 

capabilities, and are largely aware of the potential uses of Cloud Computing. 
However, there is little in the way of transparency and best practices regarding 
the important issues of privacy, information security and compliance.
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Methodology of the study

The current survey of providers in Germany is based on the study first performed 
in 2010. In this new edition, we have addressed and expanded the topics covered 
in the initial first survey. We have also added new perspectives to account for 
the market’s ongoing development. An independent market research institute 
conducted a total of 60 interviews in January and February 2013 using computer-
assisted telephone interviews (CATIs). The market research firm has ensured data 
privacy and respondent anonymity.

The data collected was analysed for generalizable trend statements according to the 
following parameters:
•	Number	of	employees	in	Germany 

Providers with up to 499 employees in Germany were compared with providers 
with 500 or more employees. These comparison groups are specified as “smaller 
providers” and “larger providers” in the results.

•	Customer	base	structure 
The provider responses were also analysed and evaluated in terms of customer 
profile. Providers whose customers are mainly smaller companies were separately 
considered from those whose customers are mainly large companies with more 
than 2,000 employees in Germany.

•	Share	of	Cloud	Services	in	total	revenue 
When considering the share of Cloud Services in providers’ total revenue 
turnover, larger providers who have a Cloud share of total turnover that is less 
than 10% are compared with smaller providers who have a higher percentage of 
Cloud Services in their portfolio.

The population of the study is made up of providers in the German Cloud 
Computing market. The following figures are always based on the current total 
sample of n = 60 as well as on the 2010 total sample of n = 51, unless explicitly 
stated otherwise. Due to rounding, the totals may differ slightly from 100%.
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Information on the providers

Similar to the first survey conducted in 2010, we surveyed small, mid-market and 
large providers. This section provides details on the positions held by the people 
surveyed, the companies’ sizes and the surveyed providers’ service portfolios and 
customer profiles.

Fig. 1 Respondent’s position

Top management 
40%

Senior management, 
marketing/sales 
33%

Other 
7%

Senior management, IT  
(e.g., CISO, CTO) 
20%

What position do you hold?

As was the case in the previous study, the 60 interviewees are decision-makers 
at Cloud Computing providers in the German market. The 2013 study does, 
however, vary from the previous survey in the following respect: in 2013, more 
representatives from executive management are included (e.g., CEOs or managing 
directors) than previously (2013: 40%; 2010: 29%). However, the proportion of 
specialist IT management personnel (e.g., CISO, CTO) in this survey is a little lower 
(2013: 20%; 2010: 31%).

“The Cloud in general and SaaS in particular, is a long-term technology 
trend that will facilitate the development of many new business models. The 
advantages will prove to be overwhelming as Cloud Computing applications 
that are innovative and make business sense become available for private 
households, companies and public organisations.”

Prof Alexander Benlian, Business and Information Management, Darmstadt 
Technical University

How I see it
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Fig. 3  Employees in Cloud Services

25%

38%

15% 15%

7%

<10% 10–50% 100% 51–99% No response

How many people at your company work in Cloud Services?

The proportion of employees working in Cloud Services is also similar to the 
proportion in 2010. Small providers have proportionally more employees active in 
Cloud Computing than larger ones. For that matter, none of the larger providers 
employs more than half of its employees in Cloud Services. However, it is evident 
that the proportion of Cloud Service employees has risen slightly in the last two 
and a half years (by an estimated 8% to 10%). The 2010 study revealed that the 
proportion of providers who employ less than one-tenth of their workers in Cloud 
Services was still at 43%. At present, it is merely 25%. And while one in every five 
providers (20%) employed over half of its workforce in Cloud Services in 2010, this 
is currently the case at almost one in every three providers.

Fig. 2 Number of employees in Germany

≤50 
20%

51–499 
43%

No response 
4%

500–5,000 
23%

>5,000 
10%

How many people does your company employ in Germany?

The number of people employed by the surveyed providers is similar to the 
number registered in 2010: 63% of the providers surveyed in 2013 are smaller 
Cloud providers (employing up to 499 people in Germany). In the 2010 study, this 
proportion was 60%. In 2013, one-third of the providers surveyed employed more 
than 500 people. In the previous study, this proportion was a little higher, at 38%.
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Fig. 4 Total turnover in the previous financial year

<€20m
32%

€20–€499m
39%

No response
9%

≥€500m
20%

How high was your company’s total turnover in Germany in the previous financial year?

The results of this study differ from those obtained in the 2010 study with regard 
to total turnover in the previous financial year. Large providers (at least €500m 
in total turnover in Germany in the previous financial year) made up a fifth of the 
companies surveyed in both studies. However, the majority of the 2010 surveyed 
companies was made up by small providers, whose turnover was under €20m 
(43%). In the current poll, the largest proportion of providers (39%) consists of mid-
market providers, with a total turnover of between €20m and €499m. In 2010, this 
proportion was only 15%. The following chart shows the share of providers’ total 
turnover contributed by Cloud Services.

25%

38%

12%
15%

10%

<10% 10–50% 100% 51–99% No response

Fig. 5  Share of Cloud Services in total turnover in Germany

How high is the share of Cloud Services in your total turnover in Germany?

Information on the providers
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As was the case in 2010, the results of the share of Cloud Services in the providers’ 
total turnover in Germany reveal a differentiated picture. Some changes have 
occurred in the individual categories. Fifteen per cent of the providers – mostly the 
smaller ones – now exclusively provide Cloud Computing (2010: 24%). For other 
providers (25%), Cloud Services make up less than 10% of their product portfolio 
(2010: 41%). Thirty-eight per cent of the companies have a share of between 10% 
and 50% (2010: 8%). In this respect, the number of providers with revenue from 
Cloud Services ranging between 10% and 50% of their total turnover has increased 
noticeably. Cloud Services make up a maximum of 50% of the business portfolios of 
larger providers.

Cloud Services are principally used in the B2B sector, a trend that has intensified in 
the last two and a half years. Currently, there are no providers that predominantly 
serve the B2C sector; 90% operate principally in the B2B sector and 10% serve both. 
In the previous survey in 2010, it was also the case that only two providers claimed 
to operate primarily in the B2C sector.

In 2010 it was already evident that companies of all sizes use Cloud Services to 
almost the same extent, although these services were generally thought to be 
particularly useful to middle-market companies. In 2010, the providers identified 
two out of four given customer groups as their target customer groups on average. 
Today, the providers identify three out of the four groups as their target customers 
on average. This also appears to confirm the growth trends.

When the question regarding the main customer groups is considered, the results of 
both the 2010 and 2013 surveys are almost identical. This time, 45% (2010: 42%) 
of those surveyed reported supplying services to companies with more than 2,000 
employees. As was also the case in 2010, when 23% of respondents stated their 
company’s main customers have between 500 and 2,000 employees. It is still the 
case that only one in every three providers supplies Cloud Services to companies 
with less than 500 employees. A PwC survey conducted in 2011 of more than 350 
mid-market companies confirms this impression: mid-market companies are still 
adopting a cautious stance towards Cloud Computing. However, the companies that 
are prepared to use Cloud Services report that their expectations have been almost 
completely met.

“IT has to open up market opportunities for companies and also be secure 
and reliable. This means that IT services need to meet requirements such 
as scalability, flexibility, security, cost transparency and efficiency. Cloud 
Computing promises to meet these demands and is establishing a profile as a 
genuine sourcing alternative.”

Dr Mathias Weber, Head of IT Services, BITKOM – Federal Association of 
Information Technology, Communications and New Media

How I see it

Information on the providers
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Fig. 6  Use of Cloud Service by industry

What customer groups principally use Cloud Services?

2013 2010

Technology, media and 
telecommunications

Chemicals, pharmaceuticals, 
health care

Retail and consumer goods

Automotive industry and 
suppliers

Financial sector

Industrial production

Transport and logistics

Public sector

Energy industry

Other industries

Do not know/No response

88%
61%

77%
59%

68%
59%

65%
63%

63%
63%

58%
63%

53%
57%

50%
39%

48%
57%

10%
18%

2%
12%

Heavier usage of Cloud Services than in 2010 is emerging in two industries in 
particular. Previously, Cloud Computing usage levels were similar across industries, 
largely due to its use in support processes. In the current survey, however, the 
technology, media and telecommunications (88%) and retail and consumer (77%) 
industries lead the list. This may be due to both industries increasingly offering 
digital services as well as distribution channels, that require them to deal with 
Cloud Computing to a larger extent. 

Moreover, and consistent with the previous study, survey respondents named 
multiple industries. In 2010, the respondents already identified an average of five 
out of the ten industries listed as Cloud users. Today, the average is six. The reason 
for this is that numerous Cloud Services, such as SaaS, are used throughout a 
range of industries in so-called “support processes” (such as purchasing, human 
resources and accounting). However, this study also shows that Cloud Services 
are increasingly being used in value-creating processes (e.g. research and 
development). Cloud Computing is also playing an important role in innovations 
(see Figure 21).

Information on the providers



Cloud Computing – Evolution in the Cloud  21

D Study results

Study results



22  Cloud Computing – Evolution in the Cloud

Study results

This section details the results of the second survey.
There were five categories of provider questions, which were as follows:
•	Services offered
•	Critical success factors and challenges in the market 
•	User strategies and motives
•	Governance, risk and compliance
•	Data privacy and information security

1  Services offered

Providers have expanded their product portfolios in the past two and a half years: in 
2010 the providers surveyed offered an average of almost three out of the six listed 
Cloud Services. They now offer an average of three to four services.

Fig. 7 Offered Cloud Computing Services

What kinds of cloud computing services does your company offer? 
Multiple answers possible

20102013

Cloud Computing 
Consulting 

Services

Software-as-a-
Service (SaaS)

Infrastructure-as-
a-Service (IaaS)

Platform-as-a-
Service (PaaS)

Business process-
as-a-Service 

(BPaaS)

85%
51%

78%
82%

68%
53%

63%
39%

32%
27%

32%
22%Other

The focus in these product portfolios is clearly on SaaS, although SaaS is the only 
Cloud-Service form to have slightly decreased. In addition, two thirds of those 
surveyed (also) offer IaaS services. Almost as many providers now (also) offer their 
customers PaaS services. Both services have significantly increased in importance 
in the last two and a half years. By contrast, only one in every three providers 
has Business Process-as-a-Service (BPaaS) products in their portfolio. This is 
nonetheless a slight increase compared to 2010. In line with expectations, SaaS, 
PaaS and IaaS play the most important roles. As was also the case in 2010, BPaaS is 
not the most important service in terms of revenue for any provider.
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Study results

It is worth noting that Cloud Computing Consulting Services are currently the most 
important secondary service, having been named by 85% of the surveyed providers. 
Only half of the providers considered it a secondary service in 2010.

“Cloud solutions have it in their DNA to offer the best possible support to 
businesses today. The most modern user interfaces and mobile support 
available anywhere and anytime, combined with integrated social 
collaboration features and real-time support in conducting analyses, even for 
large data quantities, make complicated business processes manageable.”

Markus Stahl, Head of Business Development SAP Cloud Solutions EMEA & 
MEE, SAP Deutschland AG & Co. KG

How I see it

Fig. 8 Cloud forms supported

2010 25% 50% 25%

2013 30%43%27%

Mainly Public Cloud Mainly Private Cloud Mainly Hybrid Cloud

The proportion of the companies surveyed offering more services than those listed 
has also grown in comparison to 2010. This is particularly common among small 
providers specialising in Cloud Services. With one exception, the share of Cloud 
Services in their total turnover in Germany is at least 10%. The following services 
were mentioned:
•	Communication-as-a-Service
•	Information-as-a-Service
•	Desktop-as-a-Service
•	Landscape-as-a-Service
•	Network-as-a-Services
•	Security-as-a-Service
•	Smart protection-as-a-Service
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The current picture is similar to that in 2010. About a quarter of the providers offer 
Cloud Solutions via the internet (Public Cloud). The other providers state that the 
services are either implemented and operated by the customer themselves or in an 
environment created exclusively for the customer (Private Cloud and outsourced 
Private Cloud, respectively). Thirty per cent of those surveyed offer their solutions 
equally in the form of Private and Public Clouds (Hybrid Cloud). The proportion of 
customer leveraging Private Clouds exclusively appears to have decreased a little, 
with a shift towards Public Clouds and Hybrid Clouds.

Fig. 9 Offering customized Service Level Agreements

2010 75% 18% 8%

2013 18% 280%

Yes No Do not know/No response

Do you offer your customers customized service level agreements?

The providers surveyed have taken a step forward in regards to customized Service 
Level Agreements (SLAs), although the 2010 level was already high. This year, only 
one provider did not know what a SLA is intended to address: there were more in 
2010 (2013: 2%; 2010: 8%). Customized SLAs that depart from the standard model 
are principally used by smaller providers that specialise in Cloud Services.

25%29% 8% 24% 14%

13%42% 7%38%

Fig. 10 Guaranteed service availability

2010

2013

<99%

≥ 99.9%

99.1–99.8%

Not specified in contract

Do not know/No response

What service availability do you contractually guarantee your customers?

An increased maturation is evident in the area of guaranteed service availability: 
almost every other provider now guarantees at least 99.9% service availability 
(2010: 29%). Even in 2010, few providers guaranteed service availability levels 
under 99% in their contracts. At present, there is virtually no such provider. 
Contracts that do not specify a guaranteed service availability level are also now 
rare. The few providers (four out of 60) for whom this is still the case are all small, 
specialised and primarily serve mid-market companies.

Study results
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2  Critical success factors and challenges in the market

A few years ago many providers and users were already recognising the potential 
of Cloud Computing, along with its challenges. A number of market players were 
already working on solutions and integration concepts. However, the initial focus 
was on understanding the opportunities and risks the Cloud represented. Now, 
almost all market players are familiar with the concept of Cloud Computing. Has the 
focus now shifted from gathering information on the advantages and disadvantages 
of Cloud Solutions to a new stage demanding a more conscious engagement with 
the Cloud? Are today’s Cloud users better prepared for the use of Cloud Services 
than two and a half years ago?

In order to answer these questions, we once again asked providers what the critical 
success factors and most important challenges presented by the Cloud were, and 
what conclusions they drew from customer surveys. We also asked providers to 
assess the changes that had taken place in the Cloud Computing market in the last 
two and a half years.

Fig. 11 Changes in the Cloud Computing market

Yes, significantly
60%

No
5%

Yes, to some extent
35%

Has the Cloud Computing market changed in the last two to three years?

“Companies today are confronted with the challenge of being able to quickly 
and safely search through, store or analyse ever-growing quantities of data. 
The information obtained must be available anytime, anywhere and on any 
device. Cloud solutions are ideally suited to this and also facilitate much more 
flexible and thinner IT services.”

Michael Korbacher, Head of Enterprise DACH, Google Germany GmbH

How I see it

Study results
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The Cloud Computing market has changed: this is what almost two thirds of the 
survey respondents believed. This view is more commonly held by providers who 
primarily serve smaller companies than providers whose customers are principally 
large firms. This is not surprising, as larger companies addressed this issue earlier 
and more intensively; mid-market companies are now catching up. At least a third 
reports change to some extent. Only three of the 60 providers surveyed, including 
smaller providers, report no change at all in the last few years.

Fig. 12 Important factors for customer satisfaction

96%
96%

97%
88%

93%

85%

78%

72%

70%

66%

72%

70%

50%

30%

88%

74%

80%

74%

74%

74%

63%

54%

39%

26%

Data privacy and 
information security

Reliable service 
availability

Service performance

Observing compliance 
requirements

Ease of integration into 
customer’s IT landscape

Pay-per-use

No technological 
barriers, low 

implementation costs

Low costs

Good help-desk 
structure and support, 

virtual training

Contingency planning

Flexible design of SLAs

Fixed server locations

2013 2010

What are the most important critical success factors for your customers’ satisfaction?
Scale: ratings from 1 (very important) to 5 (unimportant), ratings 1 and 2 are displayed 
here.

Study results
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The 2010 ranking of the most important critical success factors for customer 
satisfaction has continued to be valid. Some individual critical success factors have 
even increased in importance: basic customer demands on IT such as data privacy 
and information security, as well as reliable service availability, continue to rank 
highly. Almost all providers see these as very important or important for success 
with customers. The survey respondents considered reliable service availability as 
being even more important than in 2010. On the subject of information security, 
the 2010 survey already showed levels of 96%, which would have been difficult to 
exceed.

The survey respondents consider performance (the quality and speed of the 
service) and help-desk and support (good help-desk structures and support, virtual 
training) as being of greater importance now than two and a half years ago. The 
same applies for compliance requirements (e.g., data privacy, laws, industry-specific 
requirements) and the flexible design of SLAs. In particular, contingency planning 
offered by providers was even higher ranked than in 2010.

Economic aspects (such as low costs or flexible consumption-based payment 
models, shifts from capital expenditure to operational expenditure or pay-per-
use) have often been identified as advantages of Cloud Computing. They were not, 
however, considered among the more important aspects of customer satisfaction in 
2010. This current survey has clearly shown that economic aspects have not gained 
in importance since then. On the contrary, the trend can be said to be going in the 
other direction.

The ability to integrate Cloud Services into the user’s IT landscape remains a 
relatively important success criterion. By contrast, questions related to efficiency 
(such as lack of technological hurdles and greater ease of implementation) were 
considered less important.

Of all the categories listed, providers consider fixed server locations the least 
relevant criterion for success with consumers: 30% of providers consider it not 
very important. It has, however, gained in importance since the last survey was 
conducted: in 2010, one in every five provider (20%) considered it unimportant. 
Today, few providers share this assessment (8%). In doing so, no connection was 
made to a topic that is otherwise of great importance: data privacy.
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Fig. 13 Challenges of the Cloud Computing market

What are the greatest challenges from the perspective of a provider today?
Scale: ratings from 1 (very important) to 5 (unimportant), ratings 1 and 2 are displayed 
here

2013 2010

Data privacy and 
compliance requirements

Information security

Standardization of 
internal processes

Customized SLAs

Clarification of Cloud 
definition

Departure from license 
models

Reduction of reservations 
against Cloud Computing

75%
60%

67%
49%

62%
53%

38%
49%

35%
47%

30%
30%

30%
28%

Identification of suitable 
subcontractors

22%
31%

Maintenance and 
scalability

23%
26%

Complying with agreed 
service levels

23%
28%

Data privacy, compliance and information security, as well as the standardisation 
of internal processes, are still considered the greatest challenges in the Cloud 
Computing market by far. These issues currently have an even greater importance 
than in 2010. Customer demands for data privacy and compliance were already 
seen by the majority of providers surveyed in 2010 (60%) as a fairly big or even 
very big challenge. Today, an even greater proportion (75%) sees data privacy and 
compliance as a (very) big challenge. The increasing importance of compliance 
demands can also be observed among the success factors for customer satisfaction. 
The larger providers, for whom Cloud Services represent less than 10% of total 
turnover, appear to be even more sensitive than the smaller providers. Data privacy 
and information security are currently seen as fairly big or very big challenge by 
67% of providers (2010: 49%). This reflects the importance of data and information 
security among the critical success factors for customer satisfaction, where this topic 
ranks first place.
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The challenge of “standardising internal processes, reducing complexity” also 
remains a hot topic. In 2010, approximately half of the providers anticipated very 
big or big challenges in this area; today this figure is almost two out of every three. 
This is surprising given the providers’ continued development.

“Cloud Computing is currently the strongest growth market in the IT industry 
with the highest economic potential. Potential users have different options 
based on their needs: they can either outsource their IT to the Cloud or operate 
it on-premise, or use a mix of a number of offerings such as IaaS, PaaS or 
SaaS. In order to avoid ‘isolated Cloud solutions’ and ‘communications faults’, 
users should ensure they select technologies based on open standards when 
choosing their Cloud provider.”

Jürgen Kunz, Managing Director and Senior Vice President Northern 
Europe, ORACLE Deutschland B.V. & Co. KG

How I see it

The design of SLAs, the definition of Cloud Computing and the identification of 
suitable subcontractors are topics that do not present as great a challenge today as 
in the past. In 2010, every other provider still found it difficult to clearly explain 
Cloud Computing to customers. This was probably due to the fact that numerous, 
at times contradictory, definitions of Cloud Computing were circulating in the 
market at the time, standards were lacking and Cloud Computing was considered 
very complicated. Today, market players seem to deal with the Cloud concept in a 
more secure and confident manner. From the perspective of most providers, a solid 
understanding of the technology has become established; only one in every three 
providers continues to see the definition of the Cloud as a fairly big challenge. The 
identification of suitable subcontractors is considered a problem by only a fifth of 
providers; in 2010 it was almost a third. While in 2010 almost every other provider 
reported problems in tailoring SLAs to customers’ needs, today it only represents 
a big challenge for 38% of providers. This once again underscores the fact that the 
Cloud market has gone through a learning and maturation phase in the last two to 
three years.

In addition to defining Cloud Services and designing SLAs, data encryption 
and service specification (recognising which Cloud Services the customers are 
really demanding and using) are key challenges. Both of these issues were not 
investigated in the 2010 survey; however, they have been included in this new 
edition of the study due to market developments. The challenge presented by 
“departing from the licence model for software, switching over to a subscription-
based model”, as well as the issue of “reducing reservations against Cloud 
Computing” (convincingly addressing the reluctance of some customer groups in 
Germany to embrace Cloud Computing), are on average considered less significant 
challenges. Only 30% currently view them as a significant problem, which is 
generally in line with the levels found in the 2010 survey. Switching over to a 
subscription-based model is not seen as a problem or at most a very insignificant 
problem by almost every other provider (46%).

Study results



30  Cloud Computing – Evolution in the Cloud

The issues of assuring service quality and maintenance and scalability are at the 
rear-end of challenges. Honouring SLAs and ensuring the reliable availability of the 
systems and networks pose the most insignificant challenges or no challenge at all 
for half of the providers. This is a clear indicator that providers generally assume 
that they will have the capacity to deal with the technical challenges of Cloud 
Computing.

In the first study, it was noticeable that the critical success factors rated as 
important for customer satisfaction (see Figure 12) did not exactly correspond 
with the challenges identified. So, for example, reliability of service availability 
was expressly considered important for customer satisfaction, but ensuring service 
quality was only seen as a (very) big challenge by one in every four providers. 
Likewise, in the current survey almost all respondents saw reliability of service 
availability as the most important critical success factor, but only one in every 
four providers considered it a big challenge. This may indicate that the majority 
of providers perceive the technical challenges as having been solved and believe 
that they can guarantee the service availability required. Conversely, the picture 
has changed regarding information security, data privacy and compliance: these 
are all considered important critical success factors for customer satisfaction and 
simultaneously represent (very) big challenges. This was not the case in 2010.

Looking to the future development of the Cloud Computing market in Germany, we 
asked the providers about a range of trends. We wanted to know what the revenue 
trends they predicted for the next five years were and what the developments on the 
horizon for the Cloud Computing market were.

Fig. 14  Expected growth in the share of Cloud Services in total turnover

How will Cloud Services develop as a share of your total turnover in the next five years?

20102013

They will increase They will remain the same They will decrease

73%

83%

27%

17%

0% 0%
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Fig. 15 Market trends

2013 2010

How will the Cloud market develop in your opinion?
The answers for “fully applies” and “rather applies” are depicted here.

92%
84%

82%
78%

75%
76%

35%
43%

25%
31%

19%
14%

The combination and integration of 
different Cloud Services will become 

increasingly important. 

Cloud Computing will radically change 
IT in the coming years, the 

conventional telephone network will 
merge with the internet, internet-

based work will become the norm.

The relationship between customer 
and provider will change dramatically 

as a result of Cloud Computing and 
forge new demands on vendor 

management.

In Germany, for cultural reasons, 
customers will remain reluctant to 

embrace Cloud Computing for a long 
time yet. 

IT departments will sooner or later 
lose importance because operational 

departments will directly approach 
Cloud providers in the future.

In the future, more and more Cloud 
providers will opt for an internet sales 
model and not employ their own sales 

personnel.

In comparison to 2010, 10% more respondents now believe that the share of Cloud 
Services in total turnover will increase. In 2010, 73% of those surveyed predicted 
an increase in the importance of this segment; it is now 83%. Only 17% of those 
surveyed believe that the share of Cloud Services in total turnover will stagnate 
(2010: 27%). In 2010 it was already the case that no providers predicted a reduction 
in the share of Cloud Services in revenue. The respondents who expected no change 
were without exception smaller providers.

Up until this point Cloud Services have principally been used in support processes, 
but a number of providers had customers that use Cloud Solutions in value-creating 
processes. Nine in ten providers expect this form of practice to increase in the 
future.
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“For users, the market situation will improve substantially in the coming  
12 to 24 months. The transaction costs for finding, evaluating, integrating 
and monitoring Cloud services will noticeably fall due to new Cloud 
marketplace (e.g., Cloud app stores). This will open up a new distribution 
channel for software and app developers in the long term. Therefore, the 
Experton Group has once again increased its predictions for Cloud Services, 
especially for SaaS.”

Dr Carlo Velten, Senior Advisor, Experton Group AG

How I see it

The market trend predictions from 2010 have been largely confirmed and in 
some cases reinforced: nine in ten providers believe that the combination and 
integration of various Cloud Services will become increasingly important. Eight in 
ten providers foresee a merging of the conventional telephone network (landlines) 
and the internet – and believe that internet-based work will become the norm. An 
unchanged proportion of providers, three out of four, believe that Cloud Computing 
will present challenges for vendor management and the associated provider 
control. This assessment is supported by the fact that Cloud Computing providers 
are expanding their product portfolios and increasingly working together with 
subcontractors in order to be able to implement their services for their customers 
and profitably sell these services to them.

Currently, fewer providers believe that Germany will remain reluctant to embrace 
the Cloud in the long term for cultural reasons, compared to 2010. At that time, 
beliefs were strongly divergent: 43% predicted long-term customer resentment 
and reservation, while one in every four persons was more optimistic. Today one in 
every three providers believes that this reluctance will persist for a while yet, and 
an almost similar proportion believes the opposite. The survey respondents from 
the larger providers more frequently believe that this reservation will diminish than 
their counterparts in smaller companies. Providers that (also) have customers in 
the financial sector have a more positive perspective than their colleagues who are 
active in the chemicals and pharmaceutical industry.

A smaller number of providers presently expect IT departments to diminish in 
importance due to Cloud Services. Those that principally serve large companies 
expect this less often than their counterparts in smaller firms. The tasks assigned to 
IT departments will, however, probably change as a result of Cloud Computing. It is 
possible, for example, that they will collaborate more frequently with operational 
departments to meet the latter’s needs. The frequency of requests from operational 
departments may also increase – for example, for planned innovations that can be 
flexibly supported by Cloud Services. In addition, the topic of “integration of Cloud 
Services into the existing service landscape” as well as the orchestration of various 
Cloud Services will increase in importance.
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Fig. 16 Use of Cloud Services

2010 84% 8% 6% 2

2013 23% 2 273%

Applies frequently

Applies rarely

Does not apply

Do not know/no response

Do your customers use Cloud Services to resolve specific individual issues?

In 2010, providers still did not consider their customers’ Cloud strategies to be 
very mature. The current survey shows improvement in this area. From the Cloud 
providers’ perspectives, users often used to look for solutions to specific individual 
issues (84%). Today only 73% of providers report this to be the case

2010 39%45% 12% 4

2013 38% 53% 7% 2

Fig. 17  Customers’ Cloud strategies: experimental stage

Are your customers in an experimental stage?

Do not know/no response

Applies frequently

Does not apply

Applies rarely

Even though only one in every five providers expects a change in the current 
distribution models, this does, still represent a small increase over 2010. Higher 
numbers of large Cloud providers are more likely to move over to internet 
distribution than their smaller counterparts.

This assessment is surprising, as 78% of study respondents offer SaaS solutions. 
These are the very providers that have been forced by the decline of the licence 
business to either explore internet distribution or use it more intensively. It is 
possible that a hybrid form of distribution will become established in which 
providers offer their products on the internet as well as through their own sales 
departments.

3  User strategies and motives

Two to three years ago, most users seemed to still be in an experimental stage, 
deploying Cloud Computing on a trial-and-error basis. This was reflected, for 
example, in a lack of Cloud Computing strategies and the use of Cloud Services for 
specific individual issues.
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The increased sophistication of users is reflected in provider perspectives of 
customer intentions and capabilities. In 2013, nearly two-thirds of providers 
confirm that users are rarely or no longer in an experimental stage (2010: 51%). 
The larger Cloud providers, for whom the share of Cloud Services in total turnover 
is lower, more often report their customers to be in this stage than do the smaller, 
more specialised providers.

“The latest market trends show that Cloud Computing in all its forms has 
become an integral part of our clients’ IT strategies. The next evolutionary 
step will be to transform individual, previously isolated Cloud Services into a 
comprehensive, powerful and manageable Cloud infrastructure. In this stage, 
the contribution of Cloud Computing to value creation will again increase 
significantly.”

Martin Berchtenbreiter, General Manager Mid-Market & Partners, 
Microsoft Germany

How I see it

In 2010, only one in five providers frequently found their customers to have already 
conducted Cloud planning. Today this is the case for nearly one in three. Two 
and a half years ago, several providers even stated that none of their clients had a 
comprehensive plan. No respondent gives this answer today. It is safe to assume that 
customers have increasingly grappled with conceptual issues surrounding the Cloud 
over the past three years.

2010 59%20% 16% 6%

2013 33% 67%

Fig. 18  Customers’ Cloud strategies: comprehensive plan

Do your clients have a sophisticated Cloud strategy?

Do not know/no response

Applies frequently

Does not apply

Applies rarely
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Fig. 19  Customers’ Cloud strategies: integration into overall IT strategy

Have your customers integrated their Cloud strategy into their overall IT strategy?

Do not know/no response

Applies frequently

Does not apply

Applies rarely

2013 37% 58% 5%

2010 61%24% 12% 4

The same applies to the question of whether the Cloud strategy is already 
embedded in an overall IT strategy. This is the case more often today than in 2010. 
Nevertheless, the majority of providers report not seeing an integrated Cloud 
strategy among their customers very often.

As before, it is generally the providers who serve large companies that indicate their 
customers are pursuing a comprehensive plan aimed at a broader solution – in other 
words, that their customers have already developed a Cloud strategy as part of their 
overall IT strategy.

“With Cloud Computing and the associated availability of data and 
solutions, the role of the CIO in the company has necessarily changed. In close 
cooperation with the operational departments, he has to be able to offer them 
flexible and dynamic IT resources and to manage the complex control and 
analysis of business-critical information flows.”

Frank Strecker, SVP Global Cloud Computing, T-Systems International 
GmbH

How I see it

Fig. 20 Reasons for the use of Cloud Services

What are the reasons your customers use Cloud Services?

Do not know/No response

Fairly important

Undecided

Fairly unimportant

15%

8%

77% 20%

17%

27%

operational 
reasons

strategic 
reasons

financial 
reasons

68%

65%

3
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As depicted above, the reasons companies introduce Cloud Solutions are not 
just economic. When taking all of their customers into account, providers report 
that generally operational reasons feature most prominently in the use of Cloud 
Solutions.

Customers seem to deal with the Cloud more confidently and with greater focus 
than two and a half years ago. During this time, the landscape of cloud offerings has 
changed as well. Customers are now also demanding that Cloud Services are able to 
be linked to other digital trends such as social media, mobile devices and Big Data. 
Furthermore, Cloud Solutions are increasingly used for the purpose of innovation. 
These requirements will have an impact on the future structure of providers’ 
offerings.

“Companies are increasingly taking a holistic view of Cloud Computing as 
part of their IT and business strategy. This opens up the potential for it to 
be deployed as an innovation driver. Customers can expect Cloud providers 
to also provide the necessary guidance on how to leverage the various XaaS 
models and which Cloud approach – Private, Public or Hybrid – is most 
effective for implementing their strategy.”

Susan Volkmann, Cloud Computing Leader, IBM Deutschland GmbH

How I see it

Fig. 21 Scope of Cloud Computing within companies

For which processes are your customers using Cloud Services?

88%

48%

42%

use in support 
processes

use in value-
adding processes

use in innovation 
processes

Cloud offerings are still primarily geared to traditional support processes: even 
today, nine in ten of the surveyed providers feel that Cloud Services are used largely 
for processes in human resources, accounting, purchasing and sales. Numerous 
SaaS solutions are available for these purposes.

Almost half of the surveyed decision-makers say that cloud services are currently 
widely used in value-adding areas like production or research & development. This 
implies that Cloud providers are taking greater account of the entrepreneurial value 
creation processes in their offers.
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But according to providers, Cloud Solutions are also increasingly used for 
innovation purposes – for example, to support new business processes or business 
models. In the overwhelming view of the providers surveyed, innovations represent 
up to 42% of the use of Cloud Computing solutions. Only five providers report 
that their customers rarely use the Cloud to support innovation processes. Of the 
providers surveyed, 88% also believe that their customers will increasingly use 
Cloud Services for value-adding processes in the medium term.

Fig. 22  Customers’ desire to combine Cloud Services with other digital trends

Do your customers want to be able to link Cloud Services to other digital trends?

Not applicable

Do not know/no response

Almost always

Occasionally

Often

Never

35%22% 33% 5% 3 2

In the current survey, one in every five providers states that their customers “almost 
always” seek to combine the services with other digital trends such as social media, 
mobile devices, Big Data and mobility. In addition, one in every three providers 
report being frequently or occasionally confronted with this customer desire.  
Thus, the majority of providers report facing demands of this kind. Only five of the 
60 providers surveyed report that they have never been confronted with this topic 
or that this is not applicable with their product offering.

“The Cloud has arrived in Germany. Consumers use social and mobile Cloud 
technologies to share experiences, information and products in an increasingly 
networked world. This makes the Cloud a board level topic.”

Peter Ruchatz, Vice President Marketing EMEA Central, salesforce.com 
Germany GmbH

How I see it
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Three in four providers that enable a combination of their products with other 
mobile trends believe that their implementation capabilities are very good (22%) 
or good (50%). One in four providers experience difficulties in this area; and the 
quality of the combined service provided here is rated as satisfactory or sufficient at 
best.

4  Governance, risk and compliance

The outsourcing of IT services limits the ability of companies to monitor IT using 
traditional internal controls. Both the use of new technologies and the outsourcing 
of certain IT functions are, in and of themselves, changing risk structures. 
Nevertheless, companies remain solely responsible for meeting their compliance 
requirements. In this respect, companies that use Cloud Services face new 
challenges when wanting to minimise their risks – and subject IT services from 
providers to appropriate control.

Fig. 24 Challenges in meeting compliance requirements

What aspects play a particularly important role in your company in terms of meeting the 
compliance requirements of your customers?

2013 2010

95%
82%

72%
63%

50%

47%

53%

63%

61%

57%

Identification of 
customers’ compliance 

requirements

Adherence to industry-
specific requirements

Compliance verification by 
independent third parties

Implementation of an 
internal control system

Customer audits (e.g., 
through internal auditing)

Fig. 23 Quality of integration with other digital trends

Quality of integration performance (if integration offered, sample n = 58)

5 poor

Do not know/No response

1 very good

3 satisfactory

2 good

4 sufficient

50%22% 21% 3 3
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As in the first survey in 2010, the focus is on the identification of customers’ 
compliance requirements. Today, this issue is consistently cited by all providers 
as fairly important. Adherence to industry-specific requirements is also cited as 
an important issue, possibly because of the increasing use of Cloud Computing in 
value-added processes. The larger providers (share of Cloud Computing with total 
turnover less than 10%) consider industry-specific requirements more important 
than do their smaller counterparts. Both issues seem to be considered more 
important today than two years ago.

Considered slightly less important in the current survey than in 2010, however, are 
compliance verification by independent third parties and the implementation of 
internal control systems. Every other provider considers them to be fairly important. 
Both of these aspects tend to be more important to the larger providers who are 
less specialised in Cloud Computing than smaller ones providers. Providers who 
serve customers in the highly regulated financial sector also consider verification by 
independent third parties to be important. The implementation of internal control 
systems, on the other hand, is seen to be slightly more important by the providers 
who mainly serve large companies than by those who generally serve small 
businesses.

Today, half of the providers consider customer audits, for example, through internal 
auditing, a fairly important part of meeting customers’ compliance requirements.

Providers must not only respond to the specific compliance requirements of their 
customers, but also take into account changes in those requirements and conditions 
in the marketplace. Thus, for example, after September 11th 2001, the powers of 
American law enforcement agencies were significantly expanded by the legislature 
with the US Patriot Act. US investigators can thus theoretically access data in the 
Cloud at any time.

Fig. 25  Customer concerns over the US Patriot Act

Yes, often
38%

No
22%

Do not know/No response
3%

Yes, occasionally
37%

Have you ever been approached by your customers about the US Patriot Act?

The vast majority of providers have been approached by customers concerning this 
issue on an occasional to frequent basis. The issue is of particular relevance to the 
large companies; in the mid-market, it seems to play a somewhat smaller role.
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Fig. 27 Cloud chaining – use of subcontractors

Do you use services of other Cloud providers for delivering your services?

Do not know/No response

Yes, for all Cloud Services

No

Yes, for some Cloud Services

2013 7% 50% 43%

2010 33%8% 55% 4

Fig. 26  Concerns over data access by investigatory authorities

Yes, a big problem
43%

Yes, a very big problem
7%No, not at all

12%

Do not know/No response
2%

No, not really a big problem
37%

Is the authorities’ access to data a problem from the perspective of Cloud users?

In the opinion of half of the providers, Cloud users regard the possibility of 
authorities accessing data as a problem. However, only four providers consider this 
a very significant problem for their customers. These are providers that are more 
specialised in Cloud Services and serve large companies.

“Cloud Computing is not a trend, but a paradigm shift with many implications 
for the companies involved. Such a path has to be thoroughly thought out 
and well prepared. Cloud experts consider Karlsruhe a leading IT hub with 
scientific expertise and innovative providers. The desire by players on all sides 
to actively forge their ‘way into the Cloud’ can be seen in the growing response 
to our annual CLOUDZONE trade show.”

Britta Wirtz, Management Spokeswoman, Karlsruher Messe- und Kongress-
GmbH (CLOUDZONE)

How I see it
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In 2010, more than half of the providers offered all their services themselves, 
whereas today the majority use subcontractors to supply their services. 
Several providers deliver their services without even possessing their own IT 
resources (2013: 7% 2010: 8%). Without exception, these are smaller providers 
specialised in Cloud Services. They apparently offer Integration-as-a-service, 
which is a combination of different services. Almost all of the providers who use 
subcontractors indicate that they inform their customers that this is their regular 
practice. Among the providers that pursue Cloud chaining, only three do not tell 
their customers (2010: one provider).

Fig. 28 Ability to integrate Cloud Services into companies’ IT

Are your customers able to integrate the Cloud services you deliver into their own existing 
system landscape?

Do not know/No response

Yes

Does not apply to our products

No

2010 10%80% 8% 2

2013 97% 22

The ability to integrate Cloud Services into a company’s own existing system 
environment is of increasing importance. This was also previously highlighted in 
the section D2 “Critical success factors and challenges in the market”. With one 
exception, all of the providers report that their customers are able to integrate the 
delivered Cloud services into their own IT architecture. In 2010, however, one in 
five providers indicated that this was not possible and that integration was not 
considered relevant to their product offering.

“The trend in Cloud Computing is moving towards consumption models – this 
presents companies with great challenges to existing data centre architectures. 
Above all, validated complete solutions with a high degree of automation, 
seamless support and integration of applications are needed here.”

Michael Ganser, Senior Vice President Central Theatre, EMEA, Cisco 
Systems, Inc.

How I see it
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The integration of Cloud Services into a respective company’s own IT architecture 
has now been going well/very well, in the opinion of the majority of providers 
(86%). The eight in 60 respondents who report poor integration among their 
customers are, without exception, smaller providers. The quality of the integration 
of Cloud Services can therefore be said to have generally improved since 2010. But 
“merely” integrating Cloud Services in the IT architecture of the user companies 
is no longer in and of itself enough. Today, customers want to be able to link Cloud 
Services to other digital trends. This means new technical challenges for the 
developers and providers of Cloud Services (see section D3).

5  Data privacy and information security

When delivering their services, providers process personal data (e.g., customer, 
staff, supplier and contract information) in the Cloud. At times they spread this 
data among server systems in multiple data centres that can even be located in 
different countries. Most of the time, providers process the data on behalf of users. 
In the private sector, it is the user who has to meet the requirements of Section 11 of 
the Federal Data Protection Act (Bundesdatenschutzgesetz, or BDSG) on contract 
data processing: while the provider should certainly take measures to ensure data 
privacy, it is ultimately the user who - as the owner of the data - is responsible for 
making sure these are implemented. The user may only transfer personal data to the 
Cloud where the provider’s technical and organisational measures to protect that 
data are sufficient and an adequate level of privacy exists (see also the appendix to 
Section 9 of the BDSG).

But how are providers managing their data processing operations today? At what 
locations are they storing and processing the user data entrusted to them? And do 
Cloud users actually check that their providers have created conditions for data 
protection?

Fig. 29 Quality of integration into customers’ system landscapes

How well are you able to facilitate the integration of Cloud Services into your customers’ 
existing IT architecture? (n = 58)

2013 14%55%31%

2010 29%37% 24% 7%2

5 Poorly

Do not know/No response

1 Very well

3 Satisfactorily

2 Well

4 Sufficiently
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Fig. 30 Data location

In what countries are your data centres, or the servers on which you store and process 
user data, located?

20102013

In Germany

Within the EU

In the US

In other countries 
outside the EU

Do not know/ 
No response

55%
87%

37%
50%

39%
48%

24%
33%

12%
2%

Germany has become much more important as a data hub: while in 2010 only half 
of the providers used servers or data centres in Germany, this is now the case for 
nine in ten. It appears that providers have developed a greater awareness regarding 
this issue and take their customers compliance requirements into account, therefore 
marketing their Cloud Services optimally.

Fig. 31 Users’ decision-making authority regarding storage location

Can your users specify that data is stored exclusively in Germany?

Yes No Do not know/No response

2010 25%57% 18%

2013 15%83% 2

Providers with mainly large companies as a customer base have significantly more 
server locations than their counterparts who mainly serve smaller users. It is also 
more frequently the larger providers than the smaller ones who let their customers 
decide whether their data will be stored exclusively in Germany. Today, 83% of 
providers let their customers decide whether their data should remain in Germany.

Fig. 32 Customer inquiries regarding Section 11 of the BDSG

Have customers already inquired about the measures you have taken pursuant to  
Section 11 of the BDSG (contract data processing)?

2010 27%57% 16%

2013 5%8%87%

Yes No Do not know/No response
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Customer interest in data privacy measures has increased significantly in the last 
two and half years. While in 2010 only six in ten providers reported being asked 
about data privacy measures by customers, this is now the case for nine in ten.

Fig. 33 Standard procedure for data privacy

Does your company have a formalised standard procedure for responding to customer 
inquiries about data privacy?

2010 27%57% 16%

2013 5%23%72%

Yes No Do not know/No response

Significantly more providers than in 2010 have a formalised standard procedure 
for dealing with this kind of customer inquiry. It seems that in the past few years, 
customer inquiries have led many providers to establish a standard in order to be 
better prepared for such inquiries in the future.

When exporting data to the Cloud, companies generally relinquish certain influence 
and control options. It is therefore all the more important that information security 
(e.g., confidentiality, integrity and availability of information) is continuously 
maintained. What aspects of information security do providers consider to be 
particularly important and how well do they succeed, in their own estimation, in 
ensuring information security for Cloud users?

“Cloud Computing is especially advantageous for middle-market companies. 
In addition to an increase in flexibility, it gives them IT services with a level of 
availability and security that they can rarely achieve themselves. Ultimately, 
good Cloud Providers with centrally operated, professional infrastructure can 
offer a much higher level of protection.”

Dr Stefan Schröder, Executive Manager, DATEV eG

How I see it

Study results
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Some six in ten respondents reported both in 2010 and in the current survey 
that they are able to ensure information security for their customers very well. 
However, it can be assumed that in answers to questions about information security, 
considerations about external expectations come into play, thus making positive 
responses more likely than negative ones. The data structure from the current 
survey, however, corresponds widely to that of the original from 2010. This could 
at any rate be interpreted to mean there were hardly any changes in this area. 
A further clear trend from the 2010 study to be confirmed in this survey is that 
assessments tend to be better among the big providers than among the small ones, 
as well as better among companies that primarily serve large customers than among 
those with smaller customers.

Fig. 35 Information security aspects

Which of these aspects play a role in ensuring the information security of customer data?

Data encryption

Certification of 
information security

User audits (by external 
parties)

Detailed risk analyses

Security penetration 
testing

Adjustments of security 
concepts in line with 

customer requirements

87%

77%

57%

55%

52%

90%

Fig. 34 Ensuring information security for the user

How well is your company able to ensure information security to the satisfaction of your 
customers?

2010 31%61% 4 4

2013 32%63% 3 2

5 Poorly

Do not know/No response

1 Very well

3 Satisfactorily

2 Well

4 Sufficiently
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When it comes to ensuring information security, adjustments to security concepts 
based on changing customer requirements (continuously updated security policy to 
reflect customer requirements) and the encryption of data play the most important 
roles. Nine in ten providers consider these two aspects important. Also high on the 
list is the certification of information security (e.g., as defined by ISO/IEC 2700x). 
In 2010, just one in three providers indicated this to be important (2010: 65%). 
Detailed risk analyses as the basis for action planning were considered slightly 
less important than in the first survey (2010: 67%). Security penetration testing 
(simulated hacker attacks), the adjustment of security concepts and the possibility 
of a customer-initiated audit by external parties have also declined in significance 
(2010: 57%).

Detailed risk analyses, customer audits and certification of information security are 
somewhat more important to those providers with mainly large firms as customers 
than to those that primarily serve smaller companies. The results from the original 
survey in 2010 confirm this.

Certifications seem to be slightly more important to larger providers than to the 
smaller ones. Here one in four respondents cited the need for certifications such as 
the PCI standard and security audits according to ISO 27001 or customer-specific 
security requirements.

“We are in the midst of an evolution of information technology to business 
technology! Service providers need to offer IT services that not only address the 
issues of usability, accountability, availability, security and privacy, but that 
also support the business potential of their customers.”

Swen Rehders, Executive Vice President Strategic Sales Engagements, Atos

How I see it

Study results
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About us 
Our clients face diverse challenges, strive to put new ideas into practice and seek 
expert advice. They turn to us for comprehensive support and practical solutions 
that deliver maximum value. Whether for a global player, a family business or a 
public institution, we leverage all of our assets: experience, industry knowledge, 
high standards of quality, commitment to innovation and the resources of our 
expert network in 158 countries. Building a trusting and cooperative relationship 
with our clients is particularly important to us – the better we know and understand 
our clients’ needs, the more effectively we can support them.
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